CPN1 Cerlilicalivn

EB Docket 06-36

Annual 64 200N e) CPNI Certilication for: 2008

Dhate filed: Februacy, 2009

Mame of company(s) coverad by this certiticarion: Range Telephone Cooperative, Tng,
TForm $99 Filer [D: 808341

Name of signatary: Frank Anderson

Title of signatory: Chicf Financial Officer

L Freank Andeeson, certily that [ am an olTiver of the company named rbove (“Rapac”™). snd acting as an
ggent of Ranpe, that T heve personal knowledye that Range has cstablished operaring procedures Ual are
adcquate to ensyre compliance with the Commission’s CPN1 mules, See 47 CF.R. § 64.2001 ei veg,

Attached to this cortification is an accompanying statement explaining how the Runge’s procedures ensure
thar it is in complianes with the requirements set forth in section 64.2001 ef seg. of the Commission’s rules,

Range has not taken any actions (proceedings instituted or pelitions filed by the cnmpany at cither state
cornrnissions, the court systemn. or at the Commission against data brokers) against data brokers in the past

year. Range does not have any infarmation with respost to the processes preteaters are using 1o atlempl b
access CPNL

Range has not received any customer complaints in the past year conceming the unanthorized releass of
CPNIL

Signed ! /m (o b

Date 2_!{3 fﬂf’?.



ATTACHMENT

CPNI Puolicy Sistement

Purspant o Secton 6420090} of e Tederal Communications Commission™s "FCC?) mles, this
sinlemenl explams how the operaling procedures of Range Telephime Cooporative, Ine. ("the Campainy™)
mnsure complisnes with Pas. 64, Subparl T ol the FOC s miles.

The Company has chosen o prohibit the use o' CPNI for marketing purpuses.

The Company™s CPNI Palicy Mannal includes an explanation of whal CPNI s arid when il may be used
without cusvomer approval,

Craployvees with access wo CPNI have been trained as 10 when they are and ace ool authunzed (o use CPNL
The Company™s CPNI Policy Manuwal describes (he disciplimary process relaled to noncomplhance with
CPNI ablipulions, and sets forth the penallies fur nom-comphanes. which can inglude tenwination of
employment.

The Company has established a supervisory review process resacding the Company cumpliance with the
FCC™s CPNI 1ules.

The Company requites affirmative wrilien subseriber appraval for the release of CPNI to thivd parties.

A CPNI Compliange Officer has been appointed for the Company and a Corporate Otfficer is leld
responzible for annually cortifying thar the Company is in compliance with che FCC's CPNI rules and
spbinitting the cerfification snd an accompanying statoment sxplaining how the Company complies with
the FCC's CPNIL rules to the FCC prior to March 1,

Company Sulepuards

The Company lokes reasonsble measurés Lo disciver and proteet against allempis 1o gin wnanthonzed
access to CPNI. The Company has safeguards in place to protect against wnauthorized aceess to CPNL
‘I'ng Company authenticates & customer prior to disglosing CPNI based on customer initiated telephane
SONEACT 1T an In-Store visit.

The Company ouby discloses call detail information over the telephone, based on custorer-initiared
tclephone contact, if the customer first provides a password that is not prompted by the carrier asking for
roadily available biographical information or accownt information. If a customer does not provide a
password, the Company cnly discloses call detail information by sending it to an address ol record or by
calling the ¢ustomer at the telephone number of record. It the customer 15 able 1© provide call delal
information during a customer-initiated call without the Company®s assislance, then the Company is
petroitted e discuss the call detail information provided by the customer.

The Company has established a svsiesn of passwords amd password protection. Tor & new customer, the
Company requests hal the customer eslablish a password at the bme of service initiation.  For cxisting
customers to cstablish a password, the Company must first avshenticate the customer without the use of
readily available biographical information or account information, ‘The Company authemicates a customer
usimg, non-public nlotmalion such as calling 1he ¢ustomer al the telephone nunber ol evord or using a
Personal Identification Mumber (PINY method to authenticate a customer,

For accounts that are password protected, the Company cannot obtain the password by asking for readily
available bicgraphical information or account Information to prompt the customer for his passwonl. 1IN a
password is forgollen or lust, the Company uses a hackup customer authentication method that is not based
o readily available biographical mfonnation or account information,

%



Tl 5 customer does not woal o estublish a pazsword, the cuslumer may 5l access cull delail hased on A
customar-initiared telephons call, by asking the Comnpany W send the call detail infomuution Ly an address
of record oc by the carrier calling the telephone nurnber of record,

The Company pravides customers wilh necess to CPML at @ caerier’s reta] leation if the eustomer presemts
a valid phom 11D and the vakid photo I matehes the name on the secount.

The Company has procedures and policies in place to notify a customer inunediately when a password,
customer rasponse 10 4 back-up means of authearication for Jost or forgotten passwords, ur addresa of
reeond is created o chaneed.

In the event of a CPNI bresch. the Company complics with the FCC's mules reparding nuotice Wy law
enforcement and customers. The Company maintains records of auy discoverad breaches and notifications
G the UTnitedd Siates Seeret Service {USSS) and the FBI regarding those breaches, as well as the USSE and
the FBI responses to the notitications Jor a period of at lcast two year.

Actions Taken inst Data Brokers gn ner Complaints

The Company has taken no actions against data hrokers in the last year. The Company las received no
customer complaints in e past year conceming the unauthorized released of CPNL

Signcd ;_? el e

\date *:Lfl'-u’(af




